From: "Robert L. Vaessen' = Redacied to protect privacy. »
Subject: Fe: Complete this Telecom Survey NOW and receive a FREE Foad Coupen!
Date: April 13, 2006 10:05:37 MOT
To: telecomsurvey @aafos.com
Ce:  Redacied ke preded privacy

AMFES maragerent -

Eosed on the receist of this survey solicitotion (See row source of emoil below), T on very concerned about hos
you are protecting my privacy (including emoil address). Despite your posted privacy ceclaration (ref: Y
wiw, aafes, cordocs/privacy.tn "We do nel sell or exchange nomes or any atner informatien sbout our onlire
custoners with third porties.”), it oopears os if you hove vicloted your stoved privacy policy.

from an enalysis (1've been doing this since 19943 of the header portion of the email below, it is opparent that
this emoil wos received from o zoomerong.con registered TP oddress [63.251.58.1180.

Did you provide my email adiress Lo zoomerang.com? 1T mot, how is it thot this email (from o zeomersag.con domain)
come to be addressed to ny oercil oddress?

1 have ne profler receiving email from AAFES, as o matter of foct I appreciate it; but receiving empil from
someane other than AAFES is not something T hove ogreed to. You didn’t reguest my permission to share my persansl
informotion with o third porty, and you didn't tell me thot you would be shoring my enail address with this third
porty.

I don’c know much about Zsomerang, but I have sericus reservations/concerns regarding their use/protection of ay
enail oddress (or any other personcl informotion they moy hove obtemined).

Keep in mind thet Zoowerang L5 run by o norketing research company (MorketTools, Inc.). Even though Zoomerang's
privacy statement clearly says the infornotion will never be released to third parties, the 'never say never' rule
surely applies.

If Zaomerang ever goes belly uwp (what, @ dot-com go bankrupt???) their personal information catabase will become
ore af the most valusble assets on the auction block.

Traad carafully. ..

By the moy, there are plenty of freewore ond inexpensive shareware survey scripts (ASP, PERL, J5P) out there. I
would recamrend that you hire somecne ta create @ survey tool for yeu, rather than Trusting your customer cata o
a dot com marketing research conpany.

Arataer cancern

Despite the fact that this emoll appears to come From AAFES (From: "Army & Alr Force Exchange

Service” <telocamsurvnyiacfos. cam, this omeil was in fact sont from o Zacmerang domain (TP 63.251.58,110 is
segistored to Zoomorong.can). This deceptive practice is bonoath AAFES ond smacks of spam. Spamrors routinely lie
regarding tie origin of their messcges, and this message didn’t come from AAFES!

My cmail address -
As you cen see from my ensll sddress/ Redacledtoprofeciprivacy I om using o specifically targeted enoil acdress in
order to track the dissemination of my enoil oddress (o span reductiondFighting techniqued, Since T anly use this
enall sddress in correspondence with AAFES, 1t s most likely thot Zoomerong obtained my emall address from you.
T an seriously considering unsubscribing from any further AAFES newsletters. T hope that T won't have to do this.
I apareciate the email that I do recelve (when 1t°s actually from MFES), and consider tne service to be very
uzeful,

Unsunscribe? -



The snail thaot T peceived, indicotes that T con ‘Unsubscribe’ from future enoils from this sender. Hosewer, it is
net clear wiether 1 will se unsusscribing from fulure Zoomerang emeils (The emgil come from o Zoamerang domaind,
fran future AGFES initiated Zvonerong surveys, or oll future AAFES emoils. T om hesitont to use the unsubscribe
link provided {in the emoil message received), os doing so may result in oddress delivery verificstion, and
confimation of my email sdéressspersonal informelion by Zeomerang.

Toxing the survey -

Under no circurstances will 1 respond Lo or complete an "AAFES Survey" thob sppears Lo come from someone other
than AGFES.

Erpectoions/hopes -

1 ewpect thal you will respomd te my engil. 1 hope that yeou will discomtirwe use of Zoomersnp services in order Lo
conduct surveys. L expect that you will request thot Zoomercng purge my personol informaticn {incluging emsil
address ond any ather personal information if any) from their dotabase(s) in order to restore compliance with your
own arivocy policy {os stoted on your websitel. 1 hope thot this sort of incident will not hoppen again. 1 expect
that you will comply with your privacy solicy.

Host of 611, T hape thot you will restore my canfidence in on institutien thot T hove truszed far aver 28 yeors.
Sincerely;

Rebert L. Vaessen
20 year Air Foree retires - Wolued customer, or just o stotistic?

Or Ao 11, 2086, ot 11:12, Army & Alr Force Exchonge Service mrote:

Raturn-Path: <OWHER-NOLTST-VZOPLY-3234454] Redacied to profectprivacy  MATLSENDER, ZDDMERANG , (0=
Dal ivered-To: Redacted 1o protsct privacy
Recelwed: (gmail 1848 invoked from network); 11 Apr 2086 17:14:35 -DRG2
¥-Spam-Crecker-Version: Spemdssassin 3.1,1 (2806-83-10) on bloded
X-Spam-Level:
K-5oom-5totus: Nits-l.@ tests<HTHL_MESSAGE MSGID_FROM_MTA_HEADER,
WUNFARSEABLE_RELAY version=3.1.1
Receiwed: from unknown (192.168.1,183)
by Bloded cesmail.net with QMIP, 11 Apr Z806 17:14:36 -g@ea
Rocrivad: From unknosn (4ELO dreamer, propagation.net) (66,36.138,193
by k53, cosmeil.net with SWTP; 11 Apr 2086 17:14:31 -B060
Recelved: from moilsender zoomerang.com (moill.zoomerang.com [63.251.58. 11803
ny droamor . propagation.rat (8.13,6/8.13,6) with ESHTP id kIBHE134P01810
for |Aedacled o proleciprvacy -; Tue, 11 Agr 2006 11:14:18 -0680
Messoge-Td! <2BE6E4+L111714. k3EHEISH001E108dreamer . propagation. nets
Receiwed; from WDCZMMATLSA (63.251.58.118:2591) by noilsender,zoonerong,con (LSMTP for Windows NT vi.1b) with
SKTP id =R, AR034TEAGnGi] sender . zoomerang . come; Tue, 11 Apr 2006 18:13:22 -076@
Date: Twe, 11 Aor 2806 19:12:36 -8704
From: “Arsy & Alr Force Exchonge Service'steleconsurveyEoafes.coms
Roply-to: telacomsurveyBoofes. com
Subject: Conplete this Telecom Survey MW ond receive o FREE Food Coupon!
MIME-Wersizh: L.B
Cantert-Type: multipart/olternative; boundory=boundoryd?
To: Redacted 10 protect privacy
K-mpanCog-Checked: 192.165.1.103 B6.34.139.19 63.251.58.110 B3.E51.58.110

--boundary4z
Content-Type: textsplain




You ore very importent to us!

In an effert to learn pore about your telecon needs, plesse toke some time today and complete this on-line
sUrvEy.

In return, you will receive on immediate on-line Coupon thot can be wsed in Anthony's Pizza end Robin Hood,
Howavar, this offer is linited to survey responses received before April 28th only. So act nosl

Your feedback will help ws to serve you better - inte the future,

AAFES
We Go, Where You Gol

<br=dors<n hraf="http://wew. zoomerang . com/survey. 2gi ?p=U24LSIVFJUBE =http: //www . zoomerang . com/survey . 2gi 7
pe=lZ4L33IVFIUBG cecfont color="groy"s
shradirzshrestiredireblPT 0ol | <a hrefa"hitp://zoonerang. custhelp. con/cgi-bin/zoonsrang. cf g/ php/endusery
ste_pdp, pha Tp_sdmin=18p_fogi d=308p_created=1891 207839 »<usLaorn More</us</ms<brachr=

If wou do not wish to receive further surveys from this SEMEI‘, click the link
belaw. breZoomerong mill permarently resove you from this sender’'s mailing List.<brwebrecbrewfonten
href="http: //mw.zoomerang . com/web Do tlut . ospxp=U24L SIVFIUBG">I do not ment to receive any more surveys and
ensils from this sender.
<t

--baudary4Z
Content-Type: text/html

<htnil=<head><META HTTP-EQUIV-"content-type” CONTENT="text/himl; chorset=UTF-8" /»</hedds

<body bgcolor=#ffffif text-#B00308 1ink-008@8cc »You are very importont to us!

<BR />

<BR /=In gn effort to learn mare abeut your telecom needs, please toke some time todoy and complete this on-lime
survey.

=BR />

«ER /xIn return, you will receive on immediabe on-line Coupon that con be used in Anthony's Pizza ond Robin Hood.
Hawgvar, this affer is linited to survey respanses received before April 28th anly,

So act nowl

<ER /=

«BR />Your feedbock will help us to serve you better - into the future.

<ER />

<BR /= ARFES

=ER /> Go, Whare You Gol

<ER />

<BR /=

<BR />

<BR /wbrecbreca hrefe"http:/fwww. zoonerang. confsurvey . 2gi 7p=U24LSIVFIUBE" »hitp -/ www . zoonerang . con/survey . 2gi?
p=UZALSIVFIUBE o cfont color="gray"s

<BR /><bracbrocora<brachracb=0FT 0UT</b> | <o href="http://zocmerang. custhelp. confcgi-bin/zoomerang. cfa/ahp/
enduser/std_adp. php?p_admin=1Bp_foqid-388&p_created-1831287830" »xlearn Morec/us</axdiredors

<BR /> If you do ot wish to receive Further surveys fraf this sender, click the
link below, <or=Zoonerong will permanently remove you from this sender’'s mailing list,<brssbrscbrs</font=2o
hrefa"http: /mw . zooserong . con/web /Do tut . ospxFp=UZ4L SIWFIUBG">I do mot mont to receive ary more surveys and
engils from this sender,

<BR /></a></Dody>

<t



--baurdarydz--



